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1.0 INTRODUCTION

The Israel Laboratory Accreditation Authority
(hereinafter, ISRAC) is in charge of accreditation as
detailed in the Israel Laboratory Accreditation Authority
law - 1997 (hereinafter, "ISRAC law").

For the purpose of fulfilling its functions, ISRAC is
authorized to establish requirements for the granting of
accreditation / recognition and conditions for the
maintenance thereof and to receive information in the
context of the application for accreditation / recognition,
the assessments and the laboratory accreditation
procedure or test facility recognition.

The information collected from the organizations is
confidential, and ISRAC is not entitled to make any use
of this beyond that required for the performance of its
function and/or as legally demanded. Information issued
from ISRAC must be transferred to the relevant
organization in a secure manner.

The duty of confidentiality was explicitly established by
the legislator in Article 26 of the Israel Laboratory
Accreditation Authority Law, 5757-1997 (hereinafter
“the ISRAC Law™):

According to article 26 of the ISRAC Law:

(A) A person shall not reveal any information or the
content of any document he obtained on the basis of his
position in accordance with this Law, otherwise than
according to the demand of a Court, the Attorney-
General or for the purpose of a lawful investigation.

(B)
section (A) shall be liable to one year’s imprisonment.

Article 25 of the ISRAC Law establishes that ISRAC

A person who breaches the provisions of sub-

employees are for all intents and purposes civil servants
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with respect to the Penal Code, 5737-1977 (hereinafter
“the Penal Code”) — provisions relating to civil servants.
In this matter, the Penal Code establishes provisions, in
Article 117, relating to the protection of information
reaching the knowledge of citizens in general, and civil
servants in particular.

The prohibition on revealing any “information” obtained
by an employee on the basis of his position applies to
revealing any information the employee obtained on the
basis of his position (see definition of “information” in
Section 5 below).

An employee is entitled to reveal information that
reached him on the basis of his position only if he has
been lawfully authorized so to do, and on the additional
condition that he reveals it to a person authorized to
receive it. This provision also applies to an employee
after retirement. Hence the duty to ensure that documents
leaving ISRAC are delivered solely to a person
authorized to receive them.

The need to maintain a procedure to protect
confidentiality is mentioned in ISO/IEC 17011, in
Section 8.1 and in OECD/GLP No 2 sections on
confidentiality, according to which ISRAC shall have:

Arrangements that are consistent with applicable laws, to
safeguard, at all levels of its organization (including
committees), confidentiality of the information obtained
relating to applications, assessment and accreditation of

laboratories.

Member countries should make provisions for the
maintenance of confidentiality, not only by inspectors
but also by any other persons who gain access to
confidential information as a result of GLP compliance

monitoring activities.
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2.0 PURPOSE

This procedure describes the rules for maintaining
confidentiality on two levels: individually and
organizationally. The goal of the procedure is to prevent
information from reaching those not authorized to

receive it.
3.0 SCOPE

This procedure defines the rules for the activities of
ISRAC employees in general, and rules for external
bodies operating under its auspices. The procedure
addresses the following matters:

3.1 Maintaining confidentiality on the individual
level;

3.2 Maintaining confidentiality on the level of

ISRAC;

3.3 Working papers;

3.4 Backup of electronic knowledge;

3.5 Revealing information to external bodies;

3.6 External bodies performing work in ISRAC and/or

on its behalf on the basis of their position;
3.7 Archives;

3.8 Destruction of documents;

4.0 APPLICABLE DOCUMENTS

4.1 Israel Laboratory Accreditation Authority Law,
5757-1997 [Articles 5, 25, 26].

4.2 Penal Code, 5737-1977, Provisions relating to
civil servants.

4.3 Procedure number 2-000012: Information

Security.
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4.4 Procedure number 2-432004: Back-Up Procedure
for ISRAC Computer Documents.

4.5 Procedure number 2-520001: Choosing,
Qualification and Training of Assessors.

4.6 Procedure number 2-421011: Operation and
Activities of Committees.

4.7 Procedure number 2-651002: Hearing.

4.8 Procedure number 2-432008: Internal Audits.
4.9 Procedure number 1-000015: Documents
Retention at ISRAC.

4.10 ISO/IEC 17011: Conformity assessment —
Requirements for accreditation bodies accrediting
conformity assessment bodies

4.11 OECD/GLP No. 2 (1995) Guidance for

monitoring activities.

5.0 DEFINITIONS

5.1 “Knowledge”/” Information”

Including incorrect information, and any description,
plan, slogan, emblem, formula, object or part thereof
including information or are liable to serve as the basis

for information.

6.0 RESPONSIBILITY

6.1 Al ISRAC employees and those employed on
their behalf are responsible for acting in accordance with
the provisions of this procedure.

6.2 The computer administrator is responsible for
acting according to the detailed instructions in the
procedure for computer system data security (see
procedure number 2-000012), and to also conduct

backups of the computer system and for maintaining the
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backup in the appropriate conditions (see procedure
number 2-432004).

6.3 ISRAC’s Finance Deputy General Manager and
Legal Advisor is responsible for ensuring that all ISRAC
employees sign and document confidentiality forms.

6.4 The Quality Manager is responsible for signing all
assessors and technical experts on confidentiality
statements according to procedure 2-520001: Choosing,

Qualification and Training of Assessors.

6.5 All ISRAC employees are responsible for making
sure that external bodies working with ISRAC are signed
on confidentiality forms.

6.6 Documentation shall be carried out according to

procedure 1-000015: Documents Retention at ISRAC.

7.0 METHOD

7.1 Maintaining Confidentiality on the

Individual Level

ISRAC employees are obliged to maintain
confidentiality based on ISRAC Law.

On acceptance for work, an ISRAC employee has to sign
the Form number T2-421003-01: Commitment to

Confidentiality.

7.2 Maintaining Confidentiality on the Level of
ISRAC

As a general rule, documents and correspondence
(hereinafter “Correspondence”) leaving ISRAC shall be
delivered by mail, including E mail, to the addressee.

7.2.1

including general information disseminated by ISRAC,

In cases where Correspondence is general,

and does not reveal information relating specifically to
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one or more of the organizations, the content of the
Correspondence may be forwarded by telephone, e-mail
or fax, and thereafter in writing, as agreed.

7.2.2

organization will be forwarded thereto by means agreed

Correspondence on matters specific to an

in advance.

7.2.2.1
laboratory.

By mail to the address provided by the

Signing a Waiver of Confidentiality in document
number 1-611003: Presenting the organization

7.2.2.2  Personally to the organization.

7.2.2.3 By telephone, in accordance with the written
request of the organization.

7.2.3 There shall be no automatic transfer of
electronic information, by any ISRAC employee, from

an ISRAC e- mail box to another mailbox which is not

owned by the ISRAC.

7.2.4 Every external visitor will be accompanied by the
reception representative to their destination in ISRAC

offices.

7.2.5 ISRAC employees will close their offices door
when there are visitors in ISRAC offices, and they are
missing their office. During training or meetings, and if
the employee is absent, the secretariat will close the

doors of the rooms.

7.2.6 When ISRAC employees host external visitors in
their office they will ensure that there are no open

documents of ISRAC customers.

7.3 Working Papers

Working papers of all ISRAC employees, including
records of conversations, drafts and summaries of

meetings may be reviewed for the purpose of internal
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audit and audit by authorized bodies after the approval of
ISRAC's General Manager and/or the Finance Deputy
General Manager. Working papers are not to be revealed

to any external body without prior authorization.

7.4 Revealing Information to External Bodies

7.4.1

authorized thereby), in coordination and with the

Only the General Manager (or a person

authorization of the relevant bodies, is empowered to
deliver information relating to the accreditation of an
organization or recognition of a test facility, its work,
the scope of the assessments / inspections, the
revocation or suspension of accreditation /recognition,
etc. Except for information from ISRAC's website.
7.4.2

press otherwise than by employees authorized therefore,

In no case shall material be published in the

and with the authorization of the general manager and
spokesperson of ISRAC.
7.4.3

reveal any information the employee has received on the

According to Israeli law, it is prohibited to

basis of his position, unless he is lawfully authorized so
to do. Information that may be delivered can only be
delivered to a person authorized to receive it.

7.4.4

on a certified lab which is not publicized on the web

Regulator who wishes to receive information

will provide a signed request using form T2-421003-04
to ISRAC. Upon receiving approval from the
laboratory, the documents will be forwarded to the
regulator via email.

In case required by the standardization administration's
manager there is no need for a confidentiality waiver.
Note: it is preferred that the regulator will turn directly
to the CAB.
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7.4.5
number T2-421003-05: Confidentiality Agreement for

An EA evaluator shall be signed on form

Peer Evaluation, before a peer evaluation.
7.4.6

on behalf of ISRAC, such as consultants, software

Any external body performing work in and/or

personnel, members of the Council, the internal auditor,
etc., shall sign the form number T2-421003-01:
Commitment to Maintain Confidentiality. The signing
shall be by ISRAC’s secretary or an ISRAC employee
who invited the person and, as possible, by ISRAC legal
advisor, following an explanation of the significance of
the undertaking and the legal source on which it is
based. Signing the statement of confidentiality is a
condition for entering israc offices and transferring
information.

For additional information see procedures for

ISRAC committees (procedure number 2-421011),
hearing (procedure number 2-651002), and

internal audits (procedure number 2-432008).

7.4.7

advance, of the information it intends to place in the

ISRAC shall inform the laboratory, in

public domain. Except for information that the
laboratory makes publicly available, or when agreed
between ISRAC and the laboratory (e.g. for the purpose
of responding to complaints), all other information
obtained during accreditation process is considered
proprietary information and shall be regarded as
confidential.

7.4.8

authorized by contractual arrangements to release

When ISRAC is required by law or

confidential information, the laboratory shall, unless
prohibited by law, be notified of the information
provided.

7901 DMV DY ONNY EA oyon pma 7.4.5
,DX1PNY PTANY NPT DOYN : T2-421003-05
MVAY YA pTan Nad

NN NTIAY YXINN MNN OIN DD 7.4.6
,MIDIN YVIN ,DINYI 11D NNYLN INA MYIN
2y 1NNY 7T9Y DN AP ,NSYIAN 31N
ma»nnn : T2-421003-01 9900 DNV

MY YYD DNRNNNN .NPTIO NYVPNYD

DM YN PON MYIN T2 INA MPIININ
SV VAVNN NSV T DY MY DI NN
PN MANNNN MYNYN 120N TIn MYIN
19017 DY NNYHN .NDDIN NN PYHY PINN
NYAYNY MYN ST9UNY N ININ NIN
SN0

MTYN MIOPYAD DM NN GON YD
VIV (2-421011 9901 D) MVIN
D»1D%9 DPTIN ,(2-651002 19D D))
.(2-432008 1901 5N))

Y0 DY WX NTAVND WTN mvan 7.4.7
YT VYND DTN MVYI NN NNMNDIY
P2 DODIN YN IN,NNDIN NNNY NTIVHNY
YN NN TNXY SUND) NTIVNHN PIAD MVIN
TONN TONNA MDY INK YN DD ,(NINOND
PHN DNMNND W 2MIP YTIID 2WNI NINDNN
STID OND

TPV IN PTO9DY NUIT MYIN IwNd 7.4.8
L TI0 YN 99NV D»HIN O TON T DY

NON, POV YTNN 5Y NTIYND WTIN MYIN
.PIN9 DY NON 1D DN
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7.4.9

body obtained from sources other than the conformity

Information about the conformity assessment

assessment body (e.g. complainant, regulators) shall be
confidential between the conformity assessment body
and ISRAC. The provider (source) of this information
shall be confidential to ISRAC and shall not be shared
with the conformity assessment body, unless agreed by
the source or as required by law.

7.4.10
contractors, personnel of external bodies, or individuals

acting on ISRAC's behalf, shall keep confidential all

Personnel, including any committee member,

information obtained or created during the performance

of ISRAC's activities, except as required by law.

7.5 Archives

All types of documents stored in the archives
(organization files, course files, backup etc.) may be
reviewed for various purposes, after authorization by the
general manager. The contents of the archives are not
to be revealed to any external body, except with the
authorization of the General Manager

All ISRAC procedures and forms which are relevant for
its customers are published on the website. All
customers’ procedures reviewed as part of assessments
are under severe confidentiality obligations.

Methods for retaining all the documents at ISRAC are
defined in procedure number 1-000015: Documents

Retention at ISRAC.

8.0 DOCUMENTATION

8.1 Form number T2-421003-01: The Commitment to
Confidentiality and/or a contract including this

commitment, shall be placed in the personal file of

MMNPNRN SAPNNN DTN DY ¥y 7.4.9

TP (DN, 1NONN ND) NTIVNHN DINRY
YTNRN PAD .MVYIN P20 NTIYNN PAITID
92 QYN RIY 7252 MWD W1 7P (NPHN)
YT DY DODIN DN NON IV YD ,NTaynn
PIN2 YIATID N NPHN

L,V 9920 M0, MIVAN TN 7.4.10
DYOVIAN DIWIN IN DPNXON N OWIN ,0NYIP
X INHVINY YTRN NPTID DY 1Y ,NNYLN
PIN2 YATID , MYIN MY MINdI ToNNa

MIIN 7.5

YPO1) 1IN DIDNINDN DIINDNN MND YO
YD O (1912122 ,0°0NP PPN ,DINMNIND
NYNI PR D730 NYINX INNRD DMWY DIIIND
NON OI¥N DN GND PIINN NION NN
21931N NMYINA

PIMPOYY DMVLINDIN MYIN YOIV DN DD
MYIN NMINMPY 1101 U3 .INXA DMIDNMN
DXOIN DXPTANN TONN NXRIPY DMIPOIN
.1PNNN NPTD NN NNN

MININD MYIN YINDN DY NPHYN 1ITT
.NYI1 DINON NNV : 1-000015 1901 NN

nwn 8.0

ma»nnn : T2-421003-01 29vn oo 8.1
95151 MIYPNN NHIN INA NPTID NPHYD
YT2IY DY OWIND PINA PN T MAYNNN
MVYIN MPITN PXN DY 191195 .MYIN
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ISRAC employees. A file shall also be kept with
ISRAC’s secretary including copies of all the
Commitment to Confidentiality Forms signed by outside
bodies working on behalf of ISRAC, electronic copies
shall be filed under: [:\5. NPTIO\DTX MD

8.2 Form number T2-421003-03: Confidentiality

waiver form will be saved in the relevant laboratory file
in a hard copy and electronically under:

[\2. \o»nIX_Klali\n»7io 1N

Documents which are sent to the regulator will be saved
in the lab file under correspondence/confidentially
waiver form/confidentiality waiver form for regulators
(sub-file for each regulator) or in the standardization
administration manager's file.

8.3  All other documents and records relating to the
implementation of this procedure shall be filed at the
Quality manager’s office and electronically in lab file
under correspondence, sub file confidentially waiver.
Also, on the following route: I:\2. 1\o»mx_Klali\ 19
NPT SY NINNPNO

9.0 APPENDICES

9.1 Form number T2-421003-01E: Confidentiality
Form.

9.2 Form number T2-421003-03: Confidentiality
waiver.

9.3 Form number T2-421003-04: Information request
on a certified lab.

9.4 Form number T2-421003-05: Confidentiality

Agreement for Peer Evaluation.
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:T2-421003-05 7900 oo 9.4
.DOXMNIY PTAND NPTID DOON

DOPMYN INY 93 .QA-2 NIVN NPNRN PN ISRAC 2WNN Yy DIREMIN NON DN 71T TADN ¥ DITMIN DIWIRDN DOPIIYN
2026 N2 6-1 DOTIN 7292 109N 12 BPY 9PN O DIPIAN OPN

The authorized copies of this document are those on ISRAC computer network and the master copy held by the QA. All other
copies are uncontrolled and are only valid on the date printed. Printed on January 6, 2026



file://///isracsrv/Rashut/5.%20כוח%20אדם/סודיות
file://///isracsrv/Rashut/5.%20כוח%20אדם/סודיות
file://///isracsrv/Rashut/2.%20ארגונים/1_Klali/ויתור%20סודיות
file://///isracsrv/Rashut/2.%20ארגונים/1_Klali/ויתור%20סודיות

		2026-01-06T09:19:43+0200
	Feller Etty ID_057720948




