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1.0  INTRODUCTION

Israel Laboratory Accreditation Authority (hereinafter,
ISRAC) performs management of risks and
opportunities (throughout the procedure, mentioning
of risks also refers to opportunities).

Each activity involves risks that cause uncertainty
about achieving the goals. The risk management
process assists in setting strategy, achieving objectives
and making informed decisions and contributes to the
improvement of the management system.

This procedure is intended to establish guidelines for
risk management. The process is outlined in sections
7.1-7.7 and illustrated in appendix number 1. ISRAC
carries out risk management for its core activities, as
specified in appendix number 2.

The approach described in this procedure is based on

ISO 31000: Risk Management — Guidelines.

2.0 PURPOSE

The purpose of risk management is the creation and
protection of value, improve performance, encourage

innovation and support the achievement of objectives.

3.0 SCOPE

Risk management mainly includes communication
with stakeholders, monitoring of risk and controls
used for risk removal or mitigation and conducting
risk reviews to ensure efficient and effective

treatment.
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5.0 DEFINITIONS

5.1 Risk
Effect of uncertainty on objectives.

Note: An effect is a deviation from the expected. It can
be positive, negative or both, and can address, create
or result in opportunities and threats. Risk is usually
expressed in terms of risk sources, potential events,

their consequences and their likelihood.

5.2 Risk management
Coordinated activities to direct and control an

organization with regard to risk.

5.3 Stakeholder
Person or organization that can affect, be affected by,
or perceive themselves to be affected by a decision or

activity.

Note: Appropriate and timely involvement of
stakeholders enables their knowledge, views and
perceptions to be considered. This results in improved

awareness and informed risk management.

5.4 Risk source
Element which alone or in combination with other

elements has the potential to give rise to risk.

5.5 Event

Occurrence or change of a particular set of
circumstances.

Note: An event can have one or more occurrences and
can have several causes and several consequences. An

event can be a risk source.
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5.6 Consequence

Outcome of an event affecting objectives.

Note: A consequence can be certain or uncertain and
can have positive or negative direct or indirect effects
on objectives.

Consequences can be expressed qualitatively or

quantitatively.

5.7 Likelihood

Chance of something happening.

Note: In risk management terminology, the word
“likelihood” is used to refer to the chance of
something happening, whether defined, measured or
determined objectively or subjectively, qualitatively or
quantitatively, and described using general terms or

mathematically (such as a probability or a frequency

over a given time period).

5.8 Control

Measure that maintains and/or modifies risk.

Note: Controls include, but are not limited to, any
process, policy, device, practice, or other conditions
and/or actions which maintain and/or modify risk.

Controls may not always exert the intended or

assumed modifying effect.

6.0 RESPONSIBILITY

6.1 General Manager
The General Manager shall identify individuals who
have the responsibility and the authority for the

management of risks (hereinafter, risk owners).
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The General Manager shall ensure allocation of
appropriate resources for risk management, which can
include, but are not limited to:

— people, skills, experience and competence;

— the organization’s processes, methods and tools to
be used for managing risk;

— documented processes and procedures;

— information and knowledge management systems;
— professional development and training needs.

The capabilities of, and constraints on, existing
resources, shall be considered.

The General Manager shall establish an approved
approach to communication and consultation with
stakeholders.

Note: Communication involves sharing information
with targeted audiences. Communication and
consultation methods and content should reflect the
expectations of stakeholders, where relevant.

6.2  Quality Manager

The Quality Manager shall evaluate the effectiveness
of the risk management framework by a review of the
risk management framework performance. As gaps or
improvement opportunities are identified, the Quality
Manager shall assign tasks based on the General
Manager's decision.

6.3 Risk owner

The relevant risk owner is responsible to schedule a
meeting with relevant representatives for conducting
the risk survey according to need, manage and
summarize the risk survey and generate a risk

treatment plan.
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7.0 METHOD

7.1 General

The risk management process involves the systematic
application of policies, procedures and practices to the
activities of communicating and consulting,
establishing the internal and external context and
assessing, treating, monitoring, reviewing, recording
and reporting risk.

Risk management is an integral part of management
and decision-making and integrated into the structure
and processes of ISRAC. It can be applied at strategic,
operational, programme or project levels.

Where applicable, risk surveys shall be performed in
small groups consisting of relevant ISRAC
representatives (e.g. Head of Division, Assessment
Manager). The results of the risk surveys shall be
presented in ISRAC staff meetings.

7.2 Communication and Consultation
Communication and consultation with appropriate
stakeholders shall take place throughout all steps of

the risk management process.

7.3 Scope, Context and Criteria

ISRAC shall define the scope of its risk management
activities.

Considerations include:

— objectives and decisions that need to be made;

— outcomes expected from the steps to be taken in the
process;

— resources required, responsibilities and records to

be kept;
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ISRAC shall establish the context (the environment in
which it operates to achieve its objectives) of the
activity to which the risk management process is to be
applied.

ISRAC shall specify the amount and type of risk that it
may or may not take.

The participants of the risk survey shall define criteria
to evaluate the risk's significance and to support

ISRAC's decision-making processes.

7.4 Risk Assessment

General

Risk assessment is the overall process of risk
identification, risk analysis and risk evaluation.

Risk assessment shall be conducted systematically,
iteratively and collaboratively, drawing on the
knowledge and views of stakeholders. It shall use the
best available information, supplemented by further
enquiry as necessary.

Risk identification

The inputs to risk management are based on historical
and current information, as well as on future
expectations.

The participants of the risk survey shall organize all
the collected data and discuss its effects.

Risk analysis

Main influences to be considered during risk analysis:
limitations and uncertainties, such as, resources,
information reliability and possible assumptions.
Note: Risk analysis provides an input to risk
evaluation, to decisions on whether risk needs to be
treated and how, and on the most appropriate risk

treatment strategy and methods.
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Risk evaluation

Risk evaluation involves comparing the results of the
risk analysis with the established risk criteria to
determine where additional action is required. This
can lead to a decision to:

— do nothing further;

— consider risk treatment options;

— undertake further analysis to better understand the
risk;

The participants of the risk survey shall document the
outcome of risk evaluation and shall ensure

communication at ISRAC.

7.5 Risk Treatment

General

Risk treatment involves an iterative process of:

— formulating and selecting risk treatment options;
— planning and implementing risk treatment;

— assessing the effectiveness of that treatment;

— deciding whether the remaining (residual) risk is
acceptable;

— if not acceptable, taking further treatment.
Selection of risk treatment options

Selecting the most appropriate risk treatment option(s)
involves balancing the potential benefits derived in
relation to the achievement of the objectives against
costs, effort or disadvantages of implementation.

Risk treatment options may involve one or more of the
following:

— avoiding the risk by deciding not to start or
continue with the activity that gives rise to the risk;
— removing the risk source;

— changing the likelihood;

— retaining the risk by informed decision.
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Monitoring and review need to be an integral part of
the risk treatment implementation to give assurance
that different forms of treatment remain effective.
Decision makers and other stakeholders should be
aware of the nature and extent of the remaining risk
after risk treatment.

The participants of the risk survey shall select the risk
treatment options, document the remaining risk and
ensure monitoring and review.

Preparing and implementing risk treatment plans
Treatment plans shall be integrated into the
management plans and processes of ISRAC, in
consultation with appropriate stakeholders.

The information provided in the treatment plan shall
include:

— those who are responsible for approving and
implementing the plan;

— the resources required, including contingencies;
— the constraints;

— the required reporting and monitoring;

— when actions are expected to be completed.

The participants of the risk survey shall document a
preventive action in QSOFT database.

The Quality Manager shall assign tasks based on the
General Manager's decision.

7.6

Ongoing monitoring and periodic review of the risk

Monitoring and Review

management process and its outcomes shall be a

planned part of the risk management process.

The risk management shall be communicated in
ISRAC's staff meetings (at least once a month). Risk
management shall be monitored according to need for

ISRAC core activities and shall be discussed in the
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management review. The risk management shall also
be communicated at least at ISRAC's council meetings
and advisory committee meetings in cases of major
risks to impartiality. When relevant other interested
parties will be mapped and updated. ISRAC shall
review the different risk criteria, weights and the
residual risks, shall also be discussed. Minimal
frequency to review and update the risk management
is once a quarter.

To reduce the risks to an acceptable level of residual
risk, the QSOFT database is updated online with a risk
survey and preventive action. In addition, all quality
records are routinely reviewed by the Quality Manager

as part of the annual quality plan.

8.0 DOCUMENTATION

8.1 Risk surveys shall be summarized in the staff
meeting summary (appendix number 3 provides an
example).

8.2 Documentation of the risk treatment shall be
performed as per procedure number 2-432006,
Corrective and preventive actions.

8.3 Documentation of potential risks concerning
deviations shall be performed as part of the report
form.
8.4

documented in form number T2-432011-01.

Risk ranking in risk surveys shall be

8.5
[A\1_10\m2>N .Quality Assurance\10. Quality
plan\QA 20XX0D12°0 217\

ISRAC risk management shall be filed at:
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9.0 APPENDICES

9.1 Appendix number 01: Risk Management
process flowchart.

9.2 Appendix number 02: Application of Risk
Management in ISRAC Activities.

9.3  Appendix number 03: Risk survey template
example.

9.4 Form number T2-432011-01: Risks managed by
ISRAC.
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Appendix number 01

Risk Management process flowchart
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ISO/IEC 17011:2017
Appendix number 02
Application of Risk Management in ISRAC Activities
According to ISO/IEC 17011:2017
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Section Number in

ISO/IEC 17011
YPNa 9o¥0N 'oN

Section in

ISO/IEC 17011

YPNa 9ou0

ISRAC Document where requirement is

implemented
YT NYNVIN I MY NN

4.4.6-4.4.9,4.4.13

Impartiality
029 NIVN N

1-432000, Quality Manual
MNN 7171 ,1-432000

452 Financing and A-621001, Financial Arrangements for the Process of
liability Accreditation and Recognition
mam 990NN TPONNY DMV O TON ,A-621001
179NN TONND
6.1.2.4 Determination of
competence 2-421001, Organization and Job Descriptions
criteria DYTPIN NYTHIN MMNIN MM ,2-421001 9900 D)
mwrT Ny ap 2-520001, Choosing, Training and Certification of
mvwo Assessors
6.134 Competence D>PTH2 NOITM NINON ,NI1NA,2-520001
management
7.4.6 Preparation for 2-623001, Planning and Performing an Assessment
assessment PTAN VNI NION,2-623001
P7312 M1ON 2-651001, The Decision Process Regarding the
7.9.3 Accreditation Accreditation Status of Conformity Assessment
cycle Bodies
N2NON MNINN
7.10.1 Extending
accreditation
N200N NANIN
9.6 Improvement 2-432006, Corrective and Preventive Actions
NOY MYNHDY NP MW ,2-432006
9.8.2 Management 2-432010, Management Review
reviews 2NN IPY ,2-432010
N2MN IpPo
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Appendix number 03

Risk survey template example (in Hebrew only)
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